SO Y TE TINH SON LA CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM KIEM SOAT Poc 1ap - Tw do - Hanh phiic
BENH TAT

) Son La, ngay 07 thang 9 nam 2026
S6: 667  /KSBT-KHNV
V/v moi bao gia mua sdm thiét bi an
toan thong tin (tuong Itra) va hé
thong mang LAN phuc vy chuyén
d6i s6 nam 2026 cua Trung tam
Kiém soat bénh tt tinh Son La

Kinh gui:  Cac Cong ty/Don vi cung cap thiét bi an toan thong tin
va h¢ thong mang LAN tai Viét Nam

Trung tam Kiém soat bénh tat tinh Son La c6 nhu cau tiép nhan bao gia
lam co sé xay dung ké hoach lya chon nha thau 201 thau mua sdm thiét bj an toan
thong tin (twong lira) va hé théng mang LAN phuc vu chuyén d6i s6 nam 2026
cua Trung tam Kiém soat bénh tat tinh Son La.

Trung tdm Kiém soat bénh tat kinh moi quy Cong ty/Pon vi c6 du diéu kién
theo quy dinh cua phap luat, c6 kha nang cung cap thiét bi an toan thong tin va hé
thong mang LAN tham gia bao gia vadi cac ndi dung cu thé nhu sau:

I. Thong tin ciia don vi yéu ciu bao gia

,1. bPon yj yéu cau bao gia: Trung tdm Kiém soat bénh tat tinh Son La. Dia
chi: SO 84A, t6 2, duong Lo Van Gia, phuong T6 Hi¢u, tinh Son La.

2. Thong tin lién hé ctia nguoi chiu trach nhiém tiép nhan bao gia:
- Ba Nguyén Thi Hu¢, Truong phong Ké hoach - Nghiép vy;
- SPT: 0946 071 980 (trong gid hanh chinh)

- Email: phongkhnvedc(@gmail.com.

3. Céch thuc tiép nhén bao gia: Bang vin ban co d(’)ng,déu cua Cong ty/bBon
\%! quania chi: Trung tam Kié€m soat bénh tat tinh Son La, S6 84A, duong Lo Van
Gi4, t6 2, phuong T6 Hi€u, tinh Son La.

4. Thoi han tiép nhan bao gia: Tir ngay dang tai cong khai trén cong thong
tin dién tir cua don vi dén 17 gid 30 phut ngay 11 thang 9 ndm 2026.

Cac bao gid nhan dugc sau thoi diém néu trén s& khong duoc xem xét.
5. Thoi han c6 hiéu luc cua bao gia: THi thiéu 90 ngay ké tir ngay ky.
IL. N§i dung yéu ciu bio gia:

1. Chi tiét danh myc mua sam th1et bi an toan thong tin (tuong lira) va hé
théng mang LAN phuc vu chuyén doi s6 nam 2026 ctia Trung tdm Kiém soat bénh
tat tinh Son La (theo phu luc 01 dinh kem).
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2. Dia diéchung cap dich vu: Trung tim Kiém soat bénh tat tinh Son La.
bia chi: SO 84A, t6 2, duong Lo Van Gia, phuong To6 Hiéu, tinh Son La;

3. Thoi gian du kién thuc hién: Quy 1V/2026.
4. Dy kién vé cac diéu khoan tam tng, thanh toan hop dong:
- Tam ung: Khong

- Thanh toan: Sau khi nghiém thu, ban giao va nha thau cung cap day du chimg
ttr thanh toan.

5. Céc thong tin bao gia (theo phu luc 02 dinh kem)

Bao gia da bao gém thué VAT, chi phi van chuyén, le'ip dat, cai dat, bao
hanh tai Trung tdm va cac khodan phi, 1€ phi lién quan khéc (néu co).

Trung tam Kiém soat bénh tat tinh Son La rat mong nhan dugc sy quan tam
va ban béo gia cia quy Cong ty/Don vi./.
Noi nhén:
- Nl}u trén; i
- Cong Thong tin dién tir TT (d€ dang tai);
- Luvu: VT, HST, KHNV.




Phu luc 01

Danh muc mua sim thiét bi an toan thong tin (twong lira) va hé thong mang LAN phuc vu chuyén doi s6 nim 2026 ciia

Trung tim Kiém soat bénh tat tinh Son La

(Kém theo Céng vain so /KSBT-KHNV ngay  /9/2026 cia Trung tdm Kiém sodt bénh tdt)

STT

Tén thiét bi, hang ho4,
dich vu

Yéu ciu vé tinh ning, thong s6 ky thuat
va cac thong tin lién quan vé ky thuat

Don vi
tinh

r

lwgng

Ghi
chu

H¢ thong twong lira

Thiét bi tudng lua

- Chung loai: Thiét bi tudng lra phan cimg chuyén dung tich hop sin hé diéu
hanh bao mat.

- Cong két nbi mang (LAN/WAN): > 10 cong két ndi toc do Gigabit Ethernet
(10/100/1000 Mbps) chuan RJ45.

- Cong giao tlep I/O: = 01 cong Console/Management (chuan RJ45) phuc vu
quan tri truc tiép; > 02 cong USB (chuan USB 2.0 tré 1én).

- Nguon dién: Ngudn tich hop bén trong thiét bi hodc Adapter nguon cong suat
> 150W; dai dién ap dau vao hd tro xoay chiéu AC 90-240V, tan sb 47-63Hz.

- Thiét ké, kiéu dang: HO tro lép dat linh hoat dang dé ban (Desktop) hodc lép ta
rack tiéu chuan 19 inch (chuin 1U Rackmount).

- Tinh trang: Hang hoa méi 100%, san xuét tir nim 2025 tro lai day. Cung cap
Gidy chung nhan chit lugng (CQ) va Glay chting nhan xuét xtr (CO) (101 voi
hang nhap khau hodc Gidy chimg nhan xuat xuong dbi voi hang san xuét trong
nudc.

Thiét bi

01

Phin mém tuong lira

- Ban quyén phan mém va dich vu cap nhat:

+ Quyén sir dung phan mém: Ban quyén sir dung vinh vién tinh ning hé
thdng (Perpetual License); khi khong gia han hoac hét han license cap
nhat, thiét bi van tiép tuc hoat dong binh thudng véi co s dit liéu di luu
trir.

+ Dich vu cap nhat va ho tro: Cung cép ban quyén cap nhat dir liéu nhan
dién mdi de doa (Signature/Threat Updates) va dich vu hd tro k¥ thuét
thot han > 12 thang (01 nam).

- Thong so hiéu niang va ning lyc két ni:

+ Hg tro tql thlgu Firewall Throughput: > 9 Gbps

+ HO tro t0i thi€u Threat Prevention Throughput: > 2.5 Gbps

Ban
quyén/nam

01
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STT

Tén thiét bi, hang hoa,
dich vu

Yéu ciu vé tinh niing, thong s6 ky thuit
va cac thong tin lién quan vé ky thuéat

Don vi
tinh

lwgng

Ghi
chu

+ HJ trg tf:)i thiéu IPS Throughput: 3.5 Gbps

+ Ho trg t0i thiéu IPSec VPN Throughput: 2.5 Gbps

+ Pap tmg VPN dong thoi: > 200 phién

+ Kha niang dap tng két ndi may tram dong thoi: > 500 thiét bi

- Tinh nang an toan an ninh mang va bao mat nang cao:

+ Nhan dién va chin loc mdi nguy: Chan loc dia chi Itra ddo, doc hai tmg
dung cong ngh¢ Tri tu¢ nhan tao (AI); tich hop ngudn dit liéu mdi nguy
hiém toan cau, ty dong ngan chan cac két ndi doc hai theo thoi gian thuc.
+ Phan ving mang va kiém soat truy cip: Phan viing mang an toan bao
vé cac khu vuc chtrc nang cua don vi (Inside, Outside, DMZ...); kiém
soat truy cap NAC (Network Access Control) quan 1y may tram theo dia
chi IP va MAC.

+ Bao vé chuyén sau: Giam sat, phat hién, phong chdng xam nhap va
canh bao cho quan tri vién (IPS/IDS); Kiém soat tmg dung (Application
Control); Loc dia chi web (URL Filtering); Phong chéng ma doc mang
(Network Anti-Virus / Anti-Malware / Anti-Spyware).

+ Truy cép tir xa: Két ndi tir xa an toan théng qua VPN (hd tro ca Remote
Access VPN va Site-to-Site VPN).

+ Cén bang tai va du phong: Can béng tai, hd tro két ndi nhiéu duong
truyén Internet (Multi-WAN)), tang tbc d6 mang va tu dong du phong khi
¢6 su ¢b duong truyén.

+ Heé théng bao céo: Bao céo tinh hinh st dung truc quan (thdng ké top
may str dung nhiéu nhét, top tng dung st dung nhiéu nht...).

- Tuong thich va ban quyén:

+ Tuong thich hoan toan va van hanh 6n dinh trén Thiét bi phﬁn cung
Tuong Itra tai Muc 1.

+ Cung cip Gidy x4c nhan ban quyén hop phap tir Nha san xuét hodc Dai
1y duge Gy quyén tai Viét Nam

11

H¢ thong mang LAN
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STT Tén thiét bi, hang hoa, Yéu ciu vé tinh niing, thong §6 ky thuat Pon vi S6 Ghi
dich vu va cac thong tin lién quan vé ky thuéat tinh lwgng | chu
1. Thiét bi chuyén mach Switch L2: 05 c4i
- Cong két nbi: > 24 cong RJ45 téc do 10/100/1000 Mbps va > 04 cong
quang SFP+ tdc do 10 Gbps.
- Ngudn dién: Ngudn AC tich hop bén trong (100-240V, 50/60Hz).
- Chiing loai va tinh nang: Thiét bi chuyén mach L2 chuyén dung; quan ly
va phén tach ludng dir liéu mang.
- Thiét ké va kiéu dang: Hd tro ldp dat vao tu Rack tiéu chuan 19 inch
(chuan 1U Rackmount).
- Hang hoa méi 100%.
2. Thiét bi bd phat WIFI 6: 10 cai
- Kiéu dang va lap dat: HO tro lap dat dang gan tran (Ceiling mount) hodc
treo tuong.
- Chuén két ndi va bang tan: Hd trg chuan IEEE 802.11a/b/g/n/ac/ax; phat
song dong thoi trén 2 bang tan 2.4 GHz va 5 GHz (Dual radios)
1 H¢ théng mang LAN - Bing thong va hiéu ning: Truyén tai tong cua thiét bj (Forwarding H¢ théng 01

performance of the whole device) > 3Gbps; cong ngh¢ khong day: > 2 x
2:2 MIMO.

- Cong suat va Anten: Cong suét phat > 100mW; Anten tich hop bén trong
thiét bi (Inbuilt antennas).

- Cong giao tiép: > 01 cong RJ45 tde dd 1000 Mbps; hd trg cAp ngudn qua
cap mang (PoE).

- Hang héa mai 100%.

3. Thiét bi quan Iy WIFI 6: 01 bd

- Chiing loai va tinh niang: Thiét bj Cloud Gateway da ning tich hop dong
thoi céc tinh nang: Pinh tuyén mang, Chuyén mach, Bdo mat an toan mang
va bo diéu khién quan 1y Wifi tap trung.

- Cong giao tiép mang: > 12 cong RJ45 tdc o 10/100/1000 Mbps (1000M
Base-T).

- Niang luc quan 1y tap trung: HO tro quan 1y va diéu khién tap trung > 16
thiét bi phat song Wifi (AP) (khd ndng mo réng quan 1y tiv 16 dén 64 AP).
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STT

Tén thiét bi, hang hoa,
dich vu

Yéu ciu vé tinh niing, thong s6 ky thuit
va cac thong tin lién quan vé ky thuéat

Don vi
tinh

lwgng

Ghi
chu

- Hinh thtrc quan ly: Hd tro quan 1y cuc bo (Local) va quan 1y qua dién
todn ddm may (Cloud Management).

- Hang hoa mai 100%.

4. Thiét bi bo phat WIFI 7: 02 b

- Bang tan, Anten va biang thong:

+ Hb tro 02 bang tan dong thoi 2.4 GHz va 5 GHz véi cong nghé Wifi 7
(BE3600);

+ Cong ngh¢ > 2 x 2:2 MIMO véi anten ngoai (anten rau);

+ Tong bang thong truyén tai > 3.6 Gbps.

- Kha nang dép trng va vung phu song:

+ Ho tro > 32 SSID;

+ Kha ning két ndi déng thoi > 256 nguoi dung (clients);

+ Cuy ly/khoang cach phu séng Wifi > 250m (trong diéu kién tiéu chuan).
- Tinh ndng mang khong day:

+ Tinh ning Mesh két nbi khong day

+ HJ tro chuyén ving ty dong (Roaming)

- Phuong thirc quan 1y thiét bi:

+ Quan 1y tryc tiép qua giao dién Web két ndi vao thiét bi.

+ Quan 1y qua Cloud (bao gdm ban quyén/license kém theo).

+ Quan 1y qua AP/Controller cing hing (bao gdm ban quyén/license kém
theo).

- Tinh nang thiét ké ving phua song va dinh vi:

+ Pinh vi duoc vi tri lép dat thiét bi AP trén ban dd (Map) toan cau.

+ HJ tro tao ban do nhiét (Heatmap) hién thi ving phu song ctia mdi AP.
- Tinh ndng quan tri va bao mat:

+ Tat/bat Wifi tu dong theo mui gio.

+ Han ché bang thong theo User, SSID, 1P, All...

+ Hd trg tinh ning chin dia chi URL ddc hai.

- Cong giao tiép va tiéu chuan bao vé:

+>01 cong LAN RJ45 tdc d6 2.5 Gbps (hd tro cdp ngudn qua diy mang
PoE)
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STT

Tén thiét bi, hang hoa,
dich vu

Yéu ciu vé tinh niing, thong s6 ky thuit
va cac thong tin lién quan vé ky thuéat

Don vi
tinh

lwgng

Ghi
chu

+ Pat tiéu chuan chong nude, chéng bui > IP66 (sir dung ngudn PoE).

- Kha ning tich hgp mé rong: HO tro API cho phan mém cua bén thir 3
phat trién két ndi vao hé thong thong qua Cloud hoic Manager.

- Hang héa mai 100%.

5. Vat tw va thiét bi phu tro

- Tt mang chuyén dung (Rack):

+ Tu Rack 15U D600 mau den: > 01 céi (chudn ldp ti dirng/treo, cira
lweéi/kinh, tich hop quat tan nhiét va 6 cdm nguon da ning).

+ T Rack 6U D400 mau den: > 04 cai (chudn treo twong, tich hop quat
tan nhiét)

- Cap truyén din mang:

Day cap mang CAT6 UTP (4 cip xoan doi, 161 dong 23AWG, vo chuan
CM chéng chay lan): > 3.050 m.

- Hé thng ghen bao vé cap:

+ Ghen nhya vudng céach dién (kich thudc 20 x 40 mm: 882 m).

+ Ghen hop nhya cach dién (kich thudc 20 x 40 mm: 300 m).

-O cim mang hoan thién:

B6 6 cam mang RJ45 am tuong/ndi: > 126 bd (bao gom: Pé néi, mat 1
16/2 16 chudn RJ45, hat nhdn mang dm tuong CAT6 chudn RJ45).

Téng cong 03 hang muc
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Phu luc 02
Tén cong ty/don vi.........ccoeuenee.
Piachi...........ooooiiiii
biénthoai.............oviiiiiiiinnn.
Email............... Website..........
BIEU MAU BAO GIA

(Kém theo Cong vin sé /KSBT-KHNV ngay  /9/2026 cia Trung tam Kiém sodt bénh tdt)
BAO GIA

Kinh guri: Trung tam Kiém soat bénh tét tinh Son La

Trén co s6 yéu cau bao gia cua.... [ghi ro tén cua Chu dau tw yéu cau bdo gid], ching toi .... [ghi tén, dia chi ciia hdng sdn xudt, nha cung cdp;

trieong hop nhiéu ‘hang san xudt, nha cung cdp ciing tham gia trong mot bao gid (goi chung la lzen danh) thi ghi ro tén, dia chi cua cdc thanh vién lién

danh] bao gia thiét bi an toan thong tin (tudng lta) va hé théng mang LAN nhu sau:

1. B4o gia thiét bi an toan thong tin (twong lira) va hé théng mang LAN:
Tén thiét | Yéu chu vé tinh niing, Nhiin hidu , Cac loai thué va ‘
STT bi, hang | thong so k¥ thuit va cac | Pon vi model h:;m:g Xuat | Nam sén $6 lwrgng bon gia | chi phi lién quan Thanh tién
ho4a, dich |thong tin lién quan vé ky| tinh N xu xuat : (VND) (néu cd) (VND)
A san xuat
vu thuat (VND)
1 2 3 4 5 6 7 8 9 10 11=(8*9)+10
1
2 |....
Gid trén da bao gom thué VAT, chi phi vin chuyén, ldp ddt, cai dat, bao hanh tai Trung tdm va cdc khodn phi, 16 phi lién quan khdc
thang ... ndm

2. Bao gia ndy co hiéu luc trong vong: ... ngdy, ké tir ngy ...

3. Chung toi cam két:
- Khong dang trong qué trinh thyc hién thu tuc giai thé hodc bi thu hdi Gidy chimg nhan dang ky doanh nghiép hodc Gidy ching nhan dang ky ho

kinh doanh hoic cac tai liéu twong duong khac; khong thudc trudng hop mat kha ning thanh toan theo quy dinh ctia phéap luat vé doanh nghiép
- Gia tri néu trong bao gia 1a phii hop, khong vi pham quy dinh ctia phéap ludt vé canh tranh, ban pha gia.

- Nhiing thong tin néu trong bao gia 1a trung thuc.
...... , ngay.... thang....nam.... ]
Dai dién hep phap cia hang sian xuat, nha cung cap
(Ky tén, dong dau (néu co))
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